
�

9HUVLRQ����� 3DJH���RI��� 2FWREHU������

$SSHQGL[�$�

-RLQW�)RUHVW�+HDWK�'LVWULFW�&RXQFLO�
DQG�6W�(GPXQGVEXU\�%RURXJK�
&RXQFLO��
(�PDLO�DQG�,QWHUQHW�8VDJH�3ROLF\  
(PSOR\HHV¶�9HUVLRQ�

�� ,QWURGXFWLRQ�
���� 7KLV� 3ROLF\� FRQWDLQV� LPSRUWDQW� UXOHV� FRYHULQJ� H�PDLO�� LQWHUQDO� DQG� H[WHUQDO��

DQG�DFFHVV�WR�WKH�,QWHUQHW��0DQ\�RI�WKH�UXOHV�DSSO\�HTXDOO\�WR�WKH�&RXQFLOV¶�
RWKHU�PHWKRGV�RI�FRPPXQLFDWLQJ�VXFK�DV�OHWWHU��ID[�DQG�WHOHSKRQH��

���� 7KLV�3ROLF\�H[SODLQV�KRZ�H�PDLO�DQG�WKH�,QWHUQHW�VKRXOG�EH�XVHG��,W�H[SODLQV�
ZKDW�\RX�DUH�DOORZHG�WR�GR�DQG�ZKDW�\RX�DUH�QRW�DOORZHG�WR�GR��

���� 7KLV�3ROLF\�KDV�EHHQ�GUDZQ�XS�E\� WKH�:HVW�6XIIRON� ,&7�7HDP�DQG�+XPDQ�
5HVRXUFHV�VHUYLFH��,W�KDV�EHHQ�DJUHHG�ZLWK�:HVW�6XIIRON�8QLVRQ�%UDQFK�DQG�
DSSURYHG� E\� &DELQHW�� ,I� \RX� KDYH� DQ\� JHQHUDO� FRQFHUQV� RYHU� WKLV� 3ROLF\�
SOHDVH�FRQWDFW�RQH�RI�WKHVH�VHUYLFHV�RU�8QLVRQ��

�� )DLOXUH�WR�FRPSO\��
���� ,W�LV�YLWDO�WKDW�\RX�HQVXUH�WKDW�\RX�DUH�IDPLOLDU�ZLWK�WKH�FRQWHQWV�RI�

WKLV� 3ROLF\�� ,I� WKHUH� LV� DQ\WKLQJ� WKDW� \RX� GR� QRW� XQGHUVWDQG�� LW� LV� \RXU�
UHVSRQVLELOLW\� WR� DVN� \RXU�PDQDJHU� WR� H[SODLQ�� %\� DFFHVVLQJ� DQG� XVLQJ� WKH�
&RXQFLOV¶� LQWHUQHW� DQG� H�PDLO� IDFLOLWLHV� \RX� DUH� DFNQRZOHGJLQJ� \RXU�
DJUHHPHQW�WR�WKLV�SROLF\��

� )DLOXUH�WR�FRPSO\��
 � D���PD\�UHVXOW�LQ�OHJDO�FODLPV�DJDLQVW�\RX�DQG�WKH�&RXQFLO��DQG�
 � E��PD\� OHDG�WR�GLVFLSOLQDU\�DFWLRQ�EHLQJ�WDNHQ�DJDLQVW�\RX���VHH�'LVFLSOLQDU\�

DQG�&DSDELOLW\�3ROLF\�DQG�3URFHGXUHV�RQ�WKH�,QWUDQHW���
�� 0RQLWRULQJ�8VDJH�

���� 7KH�&RXQFLO�DXWRPDWLFDOO\�PRQLWRUV�WKH�OHYHO�DQG�URXWH�RI�H�PDLO�DQG�,QWHUQHW�
WUDIILF��/RJV�DUH�NHSW�RQ�WKH�V\VWHP�� �7KHVH�PD\�EH� LQVSHFWHG�DW�DQ\�WLPH�
ZLWKRXW�QRWLFH�ZKHUH�WKHUH�LV�MXVW�FDXVH�IRU�VXVSLFLRQ�RI�PLVXVH��,I�WKURXJK�
URXWLQH�PRQLWRULQJ� WKH�&RXQFLO� KDV� JURXQGV� IRU� VXVSHFWLQJ�DQ�HPSOR\HH�RI�
LOOHJDO�RU�LQDSSURSULDWH�H�PDLO�RU�,QWHUQHW�XVH�IXUWKHU�LQYHVWLJDWLRQV��LQFOXGLQJ�
WKH� H[DPLQDWLRQ� RI� UHOHYDQW� FRPSXWHU� ILOHV�� UHFRUGV� DQG� H�PDLOV�� PD\� EH�
FDUULHG� RXW�� 7KLV� ZLOO� LQFOXGH� DQ\� SHUVRQDO� ILOHV� 	� H�PDLOV� KHOG� RQ� FRXQFLO�
HTXLSPHQW� DQG�ZLOO� EH� FRQGXFWHG�E\�:HVW�6XIIRON� ,&7� VWDII�� ,QYHVWLJDWLRQV�
ZLOO�EH�FRQGXFWHG�LQ�DFFRUGDQFH�ZLWK�HLWKHU�&RXQFLO
V�GLVFLSOLQDU\�SURFHGXUH��
DQG�GLVFLSOLQDU\�DFWLRQ�WDNHQ�ZKHUH�LQDSSURSULDWH�XVH�LV�HVWDEOLVKHG��
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���� 7KH� &RXQFLOV� PRQLWRU� DQG� EORFN� LQWHUQHW� VLWHV� YLVLWHG� IURP� WKH� &RXQFLOV¶�
QHWZRUNV� IRU� LQDSSURSULDWH� FRQWHQW�� µ,QDSSURSULDWH¶� LQFOXGHV�� EXW� LV� QRW�
OLPLWHG� WR� PDWHULDO� WKDW� LV� REVFHQH�� VH[XDOO\� H[SOLFLW�� SRUQRJUDSKLF�� UDFLVW��
GHIDPDWRU\�� KDWHIXO�� LQFLWHV� RU� GHSLFWV� YLROHQFH�� GHVFULEHV� WHFKQLTXHV� IRU�
FULPLQDO�RU�WHUURULVW�DFWV�µDQG�DQ\�RWKHU�FDWHJRULHV�DV�GHWHUPLQHG�IURP�WLPH�
WR�WLPH�E\�WKH�+HDG�RI�+5¶���,I�\RX�YLVLW�VXFK�VLWHV��WKH�GLVFLSOLQDU\�SURFHGXUH�
GHVFULEHG�LQ�����DERYH�ZLOO�EH�LQVWLJDWHG��

���� 7KH� &RXQFLOV� DOVR� EORFN� LQWHUQHW� VLWHV� WKDW� DUH� QRW� DSSURSULDWH� IRU� XVH� DW�
ZRUN�� LQFOXGLQJ� LQWHUQHW�EDVHG� HPDLO� VLWHV�� ,I� \RX� ILQG� WKDW� D� VLWH� WKDW� \RX�
QHHG� IRU� ZRUN� SXUSRVHV� LV� EORFNHG�� SOHDVH� FRQWDFW� WKH� ,7� +HOSGHVN� ZLWK�
GHWDLOV�RI�WKH�VLWH�WR�ZKLFK�\RX�UHTXLUH�DFFHVV��

���� 7KH� &RXQFLOV¶� QHWZRUNV� DUH� VHW� XS� VR� WKDW� DOO� H[WHUQDO� H�PDLO� DQG� ILOHV�
H[FKDQJHG�RYHU�WKH�,QWHUQHW�SDVV�WKURXJK�WKH�&RXQFLOV�ILUHZDOOV�DQG�ILOWHULQJ�
VRIWZDUH�WR�SUHYHQW�WKH�VSUHDG�RI�YLUXVHV�DQG�PDOLFLRXV�VRIWZDUH���

���� $OO� H�PDLO� DQG� DWWDFKPHQWV� DUH� VFDQQHG� IRU� YLUXVHV� DQG� LQDSSURSULDWH�
FRQWHQW��,I�DQ\�DUH�IRXQG�WKH�H�PDLO�LV�ZLWKKHOG��$�PHVVDJH�WR�WKDW�HIIHFW�LV�
UHWXUQHG� WR� WKH� VHQGHU� DQG�� IRU� LQFRPLQJ�PDLO� RQO\�� WR� WKH� UHFLSLHQW�� � 7KH�
:HVW� 6XIIRON� ,&7� +HOS� 'HVN� LV� LQIRUPHG� RI� DQ\� YLUXV� RU� LQDSSURSULDWH�
FRQWHQW��

�� 6HFXULW\�
���� ,W� PXVW� EH� XQGHUVWRRG� WKDW� H�PDLO� LV� QRW� VHFXUH� DQG� WKDW� QR� SHUVRQDO��

FRQILGHQWLDO� RU� VHQVLWLYH� PDWHULDO� VKRXOG� EH� VHQW� E\� H�PDLO� ZLWKRXW� FDUHIXO�
FRQVLGHUDWLRQ�� � )RU� H[DPSOH� LW� LV� SRVVLEOH� WKDW� WHFKQLFDO� VWDII� PD\� VHH�
LVRODWHG�PHVVDJHV�MXVW�DV�WHOHSKRQH�HQJLQHHUV�PD\�RYHUKHDU�WHOHSKRQH�FDOOV��
RU�D�KDFNHU�PD\� LQWHUFHSW�DQ�H�PDLO��&RXQFLO�VWDII�DUH�UHTXLUHG�WR�PDLQWDLQ�
WKH�SULYDF\�DQG�FRQILGHQWLDOLW\�RI�DQ\�PHVVDJH�LQDGYHUWHQWO\�YLHZHG��

���� 6LQFH�������ERWK�&RXQFLOV�KDYH�EHHQ�FRQQHFWHG�WR� WKH�*RYHUQPHQW�6HFXUH�
([WUDQHW� *&6[� ZKLFK� GRHV� SURYLGH� D� KLJKHU� OHYHO� RI� VHFXULW\� IRU� VHQVLWLYH�
LQIRUPDWLRQ�� $OO� H�PDLOV� VHQW� YLD� WKLV� URXWH� PXVW� IROORZ� WKH� SURWHFWLYH�
PDUNLQJ�VFKHPH�LQ�DSSHQGL[�(�RI�WKH�,&7�6HFXULW\�3ROLF\���

���� 8VHUV� ZKR� SURFHVV� H�PDLOV� PDUNHG� 5(675,&7('� PXVW� QRW� DWWHPSW� WR�
IRUZDUG�WKHP�RQ�WR�QRQ�*&6[�PDLO�DGGUHVVHV��7KHVH�ZLOO�EH�EORFNHG��

���� $OO� H�PDLO� LV� SDVVHG� WKURXJK� WKH� FRXQFLOV¶� VSDP� �XQVROLFLWHG� RU� MXQN� PDLO��
ILOWHU��.QRZQ�VSDP�LV�GHOHWHG�LPPHGLDWHO\��VXVSHFW�VSDP�LV�TXDUDQWLQHG�DQG�
FKHFNHG� GDLO\� E\� WKH� :HVW� 6XIIRON� ,&7� +HOS� GHVN� VWDII�� :KHUH� VXVSLFLRQV�
KDYH� EHHQ� UDLVHG�� D�ZDUQLQJ� LV� JLYHQ�� ,I� \RX� VXVSHFW� WKDW� H�PDLOV� \RX� DUH�
H[SHFWLQJ��PD\� KDYH� EHHQ� LQFRUUHFWO\� LGHQWLILHG� DV� VSDP�� WKHQ� FRQWDFW� WKH�
:HVW� 6XIIRON� ,&7� +HOS� GHVN� RQ� H[W� ����� �������� ������� RU�
LFW�KHOS#ZHVWVXIIRON�JRY�XN�DQG�DSSURSULDWH�DGYLFH�ZLOO�EH�JLYHQ��

���� (�PDLOV� DUH� VXEMHFW� WR� WKH� 'DWD� 3URWHFWLRQ� $FW� DQG� WKH� )UHHGRP� RI�
,QIRUPDWLRQ� $FW� ����� VR� FRXOG� EH� VXEMHFW� WR� UHTXHVWV� IRU� FRSLHV� E\� WKH�
SXEOLF��*XLGDQFH�LV�JLYHQ�RQ�WKH�,QWUDQHW�DERXW�WKH�$FW�DQG�ZKDW�LV�FRYHUHG�
E\�LW�DQG�H[HPSWLRQV��

���� 0RELOH�DQG�KRPH�HQDEOHG�ZRUNHUV�VKRXOG�HQVXUH�WKDW�H�PDLOV�DUH�QRW�FRSLHG�
WR�QRQ�FRXQFLO� GHYLFHV�� H�J��GRPHVWLF�3&V�RU�6PDUW�3KRQHV��3DUWLFXODU�FDUH�
PXVW�EH�H[HUFLVHG� LI� VHQGLQJ�DQG� UHFHLYLQJ�H�PDLOV�ZKHQ� WUDYHOOLQJ�RXWVLGH�
WKH�8.�DV�QHWZRUN�VHFXULW\�VWDQGDUGV�DUH�NQRZQ�WR�GLIIHU�IURP�WKRVH�FRYHUHG�
E\�8.�ODZV�	�UHJXODWLRQV��
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�

�� *HQHUDO�UXOHV�
�

���� 7KH�FRXQFLO�SURYLGHV�DFFHVV�WR�HPDLO�DQG�WKH�LQWHUQHW�WR�HPSOR\HHV�IRU�XVH�
GXULQJ� WKH� FRXUVH� RI� WKHLU�ZRUN�DQG� WKHVHV� IDFLOLWLHV�DUH�SURYLGHG�SULPDULO\�
IRU� ZRUN� UHODWHG� SXUSRVHV�� +RZHYHU� LW� LV� XQGHUVWRRG� WKDW� HPSOR\HHV�
VRPHWLPHV�QHHG�WR�GHDO�ZLWK�SULYDWH�EXVLQHVV�RU�SHUVRQDO�PDWWHUV�GXULQJ�WKH�
FRXUVH� RI� WKHLU� ZRUNLQJ� GD\�� /LPLWHG� SHUVRQDO� XVH� RI� WKHVH� IDFLOLWLHV� LV�
WKHUHIRUH�SHUPLWWHG��SURYLGHG�VXFK�XVH�LV�UHDVRQDEOH�DQG�GRHV�QRW�LQWHUIHUH�
ZLWK� WKHLU� ZRUN�� SHUVRQDO� XVH� IRU� ,QWHUQHW� DFFHVV� VKRXOG� EH� FDUULHG� RXW� LQ�
\RXU� RZQ� WLPH�� 7KLV� DUUDQJHPHQW� LV� EDVHG� RQ� WUXVW� DQG� HPSOR\HHV� DUH�
H[SHFWHG� WR� DSSO\� JRRG� VHQVH� DQG� XVH� WKH� SULYLOHJH� UHVSRQVLEO\�� 7KH�
&RXQFLOV¶�,QWHUQHW�RU�H�PDLO�IDFLOLWLHV�PXVW�QRW�EH�XVHG�IRU�SHUVRQDO�JDLQ��

���� 7KH�&RXQFLO�LV�QRW�UHVSRQVLEOH�IRU�DQ\�SHUVRQDO�WUDQVDFWLRQV�\RX�HQWHU�LQWR���
IRU�H[DPSOH�LQ�UHVSHFW�RI�WKH�TXDOLW\��GHOLYHU\�RU�ORVV�RI�LWHPV�RUGHUHG��<RX�
PXVW�DFFHSW� UHVSRQVLELOLW\� IRU��DQG�NHHS�WKH�&RXQFLO�SURWHFWHG�DJDLQVW��DQ\�
FODLPV��GDPDJHV��ORVVHV�RU�WKH�OLNH�ZKLFK�PLJKW�DULVH�IURP�\RXU�WUDQVDFWLRQ���
IRU�H[DPSOH� LQ�UHODWLRQ�WR�SD\PHQW�IRU�WKH�LWHPV��GDWD�ORVV�RU�DQ\�SHUVRQDO�
LQMXU\� RU� GDPDJH� WR� SURSHUW\� WKH\�PLJKW� FDXVH�� ,I� \RX� SXUFKDVH� SHUVRQDO�
JRRGV�RU� VHUYLFHV�YLD� WKH�&RXQFLO¶V� ,QWHUQHW�VHUYLFH�\RX�DUH� UHVSRQVLEOH� IRU�
HQVXULQJ� WKDW� WKH� LQIRUPDWLRQ� \RX� SURYLGH� VKRZV� WKDW� WKH� WUDQVDFWLRQ� LV�
EHLQJ�HQWHUHG�LQWR�E\�\RX�SHUVRQDOO\�DQG�QRW�RQ�EHKDOI�RI�WKH�&RXQFLO��

���� 7KH� XVH� RI� ZHE� EDVHG� H�PDLO� VHUYLFHV� VXFK� DV� 0LFURVRIW� +RWPDLO� LV�
SURKLELWHG�� DV� WKLV� E\SDVVHV� WKH� &RXQFLOV¶� IXOO� VHFXULW\� V\VWHP�� $OO� H�PDLO�
VKRXOG�EH�VHQW�UHFHLYHG�XVLQJ�WKH�FRUSRUDWH�H�PDLO�V\VWHP��

���� )RU� H[WHUQDO� HPDLOV�� WKH� &RXQFLO� V\VWHP� ZLOO� DXWRPDWLFDOO\� DGG� D� &RXQFLO�
GLVFODLPHU��+RZHYHU�� LI� \RX�VHQG�D�SHUVRQDO�H�PDLO�VLJQ�RII� WKH�H�PDLO�ZLWK�
WKH�IROORZLQJ�VWDWHPHQW��
3(5621$/�(�0$,/��7KLV�H�PDLO�LV�SHUVRQDO��,W�LV�QRW�DXWKRULVHG�E\�RU�VHQW�
RQ�EHKDOI�RI�WKH�VHQGHU¶V�HPSOR\HU��7KLV�H�PDLO�LV�WKH�SHUVRQDO�UHVSRQVLELOLW\�
RI�WKH�VHQGHU��

���� (�PDLOV�DUH�QRW� WR�EH�VHQW�QRU�,QWHUQHW�SDJHV�DFFHVVHG� LI� WKH�FRQWHQWV�DUH�
OLNHO\� WR� EH� LOOHJDO�� FRXOG� EULQJ� HLWKHU�&RXQFLO� LQWR� GLVUHSXWH�RU� FRXOG�PDNH�
WKH�&RXQFLOV�OLDEOH�WR�DFWLRQ�DJDLQVW�WKHP��([DPSOHV�LQFOXGH�PDWHULDO�WKDW�LV�
REVFHQH�� VH[XDOO\�H[SOLFLW�� SRUQRJUDSKLF�� UDFLVW�� GHIDPDWRU\��KDWHIXO�� LQFLWHV�
RU� GHSLFWV� YLROHQFH�� GHVFULEHV� WHFKQLTXHV� IRU� FULPLQDO� RU� WHUURULVW� DFWV� RU�
RWKHUZLVH� UHSUHVHQWV� YDOXHV� ZKLFK� DUH� LQDSSURSULDWH� WR� WKH� &RXQFLO¶V�
DFWLYLWLHV�RU�FRXOG�EULQJ�WKH�&RXQFLO�LQWR�GLVUHSXWH��

���� $FFHVV� WR�DQRWKHU�SHUVRQ¶V�H�PDLO� LV�RQO\�DOORZHG�ZLWK� WKH�DXWKRULVDWLRQ�RI�
WKH� PDLOER[� XVHU� RU� WKH� :HVW� 6XIIRON� ,&7� 6KDUHG� 6HUYLFHV� 0DQDJHU��
7HFKQLFDO�VWDII�PXVW�QRW�GHOLEHUDWHO\�DFFHVV�DQRWKHU�SHUVRQ¶V�H�PDLO�ZLWKRXW�
DXWKRULVDWLRQ��$OO�SDVVZRUGV�VKRXOG�EH�NHSW�VHFXUH��

���� 6WDII�VKRXOG�QRW��
• E\SDVV��RU�DWWHPSW�WR�E\SDVV��WKH�&RXQFLOV¶�VHFXULW\�FRQWUROV��
• VHQG�YLUXVHV�RU�KDFN�LQWR�DQ\�H�PDLOV�RU�FRPSXWHU�V\VWHPV�RI�WKH�&RXQFLOV�

RU�RWKHU�RUJDQLVDWLRQV��
• VHQG�RU�IRUZDUG�FKDLQ�OHWWHUV�RU�XQVROLFLWHG�PDLO��VSDP���
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• LPSHUVRQDWH�DQ\�RWKHU�SHUVRQ��IRU�H[DPSOH��E\�XVLQJ�DQRWKHU¶V�SDVVZRUG��
ZKHQ�XVLQJ�H�PDLO�DQG�GR�QRW�DPHQG�PHVVDJHV�UHFHLYHG��

• LQWURGXFH� VRIWZDUH� RU� DQ\� HOHFWURQLF� PHGLD� RQWR� WKH� &RXQFLOV¶� V\VWHPV�
ZLWKRXW�WKH�SULRU�SHUPLVVLRQ�RI�WKH�:HVW�6XIIRON�,&7�7HDP��7KLV�LQFOXGHV�
VRIWZDUH��VKDUHZDUH�DQG�IUHHZDUH�DYDLODEOH�RQ�WKH�,QWHUQHW��

• VXEVFULEH� � WR� DQ\� EXOOHWLQ� ERDUGV�� QHZVJURXSV� RU� DQ\� RWKHU� ,QWHUQHW�
VHUYLFH� RI� DQ\� NLQG�ZKDWVRHYHU�ZLWKRXW� SULRU� SHUPLVVLRQ� IURP� WKHLU� OLQH�
PDQDJHU��

�

�� *RRG�SUDFWLFH�LQ�XVLQJ�HPDLO�
�

���� 7KH� &RXQFLOV� DUH� DV� OLDEOH� IRU� WKH� DGYLFH� RU� FRQWHQW� JLYHQ� LQ� DQ� H�PDLO� DV��
WKH\�DUH�E\�DQ\�RWKHU�PHDQV�RI�FRPPXQLFDWLRQ��8VH�DSSURSULDWH�ODQJXDJH��
DV� \RX� ZRXOG� IRU� IRUPDO� ZULWWHQ� PDWHULDO�� <RX� PD\� ZLVK� WR� DVN� \RXUVHOI��
EHIRUH�VHQGLQJ�DQ�H�PDLO��KRZ�\RX�ZRXOG�IHHO�LI�\RXU�PHVVDJH�ZHUH�UHDG�RXW�
LQ�FRXUW��(�PDLO�PHVVDJHV�PD\�KDYH�WR�EH�GLVFORVHG�LQ�OLWLJDWLRQ��

���� 'R�HQVXUH�WKDW�\RXU�XVH�RI�H�PDLO�FRPSOLHV�ZLWK�WKH�)UHHGRP�RI�,QIRUPDWLRQ�
$FW��6WDII�*XLGDQFH�QRWHV�FDQ�EH�IRXQG�RQ�WKH�,QWUDQHW�RU�DUH�DYDLODEOH�IURP�
+XPDQ�5HVRXUFHV���<RXU�+HDG�RI�6HUYLFH�FDQ�VXSSO\�\RX�ZLWK�D�FRS\�LI�\RX�
GRQ¶W�DOUHDG\�KDYH�RQH��

���� 7DNH�FDUH�DERXW�WKH�VW\OH�\RX�XVH��EH�IULHQGO\��EXVLQHVVOLNH�DQG�EULHI�EXW�QRW�
FXUW��

���� 'R�QRW�XVH�EROG�RU�833(5�&$6(�OHWWHULQJ�XQQHFHVVDULO\��7KLV�LV�NQRZQ�LQ�H�
PDLO� WHUPV�DV�VKRXWLQJ��$OVR��DYRLG� OHQJWK\�XSSHU�FDVH�WH[W�DQG�XQGHUOLQHG�
WH[W� �XQOHVV� LW� LV� D� OLQN�� IRU� DFFHVVLELOLW\� UHDVRQV� DV� WKLV� FDQ� EH� GLIILFXOW� WR�
UHDG��

���� 2EWDLQ�FRQILUPDWLRQ�RI�UHFHLSW��IRU�H[DPSOH��DVNLQJ�WKH�UHFLSLHQW�WR�VHQG�DQ�
H�PDLO� UHSO\�� IRU� LPSRUWDQW� H�PDLOV� VHQW�� 'RQ¶W� UHO\� RQ� µYLHZ�
DFNQRZOHGJHPHQWV¶�DV�WKLV�LV�QRW�VXSSRUWHG�RQ�DOO�H�PDLO�V\VWHPV��

���� .HHS�FRSLHV�RI�LPSRUWDQW�H�PDLOV�VHQW�DQG�UHFHLYHG��$GYLFH�RQ�KRZ�WR�VWRUH�
WKHVH� LQ�DSSURSULDWH�IROGHUV� LV�JLYHQ�RQ�HPDLO�VWRUDJH�JXLGDQFH�DQG�VHWWLQJ�
XS�DQ�DUFKLYH�RQ�WKH�LQWUDQHW��

���� &KHFN�\RXU�H�PDLO�UHJXODUO\���
���� ,W�LV�JRRG�SUDFWLFH�WR�PDNH�DUUDQJHPHQWV�IRU�\RXU�H�PDLO�WR�EH�IRUZDUGHG�WR��

RU� DFFHVVHG� E\�� VRPHRQH� HOVH� LQ� \RXU� DEVHQFH�� ,I� \RX� GRQ¶W�� LW� PD\� EH�
QHFHVVDU\�WR�JDLQ�DXWKRULVDWLRQ�WR�DFFHVV�\RXU�PDLOER[�ZKHQ�\RX�DUH�DEVHQW��
8VH� WKH� µ2XW� RI�2IILFH�$VVLVWDQW¶� XQGHU�7RROV� LQ�2XWORRN� WR� LQIRUP� VHQGHUV�
DQG� XVH� LW� WR� PDNH� DUUDQJHPHQWV� IRU� \RXU� H�PDLO� WR� EH� IRUZDUGHG� DV�
DSSURSULDWH��,I�\RX�GR�QRW�SXW�RWKHU�DUUDQJHPHQWV�LQ�SODFH�� LW�PD\�EHFRPH�
QHFHVVDU\�IRU�WKH�&RXQFLO� WR�DFFHVV�WKH�FRQWHQWV�RI�\RXU�PDLOER[�LI�\RX�DUH�
DEVHQW�IURP�ZRUN�IRU�DQ\�UHDVRQ��

���� 5HSO\� SURPSWO\� WR� DOO� H�PDLO� PHVVDJHV� UHTXLULQJ� D� UHSO\��:KHUH� D� SURPSW�
GHWDLOHG�UHVSRQVH�LV�QRW�SRVVLEOH��VHQG�D�VKRUW�H�PDLO�DFNQRZOHGJLQJ�UHFHLSW�
DQG�JLYLQJ�DQ�HVWLPDWH�RI�ZKHQ�D�GHWDLOHG�UHVSRQVH�ZLOO�EH�VHQW��

����� $FNQRZOHGJH� ,QWHUQHW� GHULYHG� PDWHULDO� LQ� &RXQFLO� GRFXPHQWV�� 6HH� DOVR�
&RS\ULJKW�EHORZ��
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�
����� 'R� QRW� FUHDWH� H�PDLO� FRQJHVWLRQ� E\� VHQGLQJ� FRSLRXV� WULYLDO� RU� SHUVRQDO�

PHVVDJHV�RU�E\�FRS\LQJ�H�PDLOV�WR�WKRVH�ZKR�GR�QRW�QHHG�WR�VHH�WKHP��
����� 'R�QRW�DFFHVV�WKH�,QWHUQHW�IRU�SXUSRVHV�RWKHU�WKDQ�WKRVH�IRU�ZKLFK�\RX�DUH�

HPSOR\HG�XQOHVV�LQ�\RXU�RZQ�WLPH��
����� 'R�QRW�GHOLEHUDWHO\�YLVLW��YLHZ��RU�GRZQORDG�DQ\�PDWHULDO� IURP�DQ\�ZHEVLWH�

FRQWDLQLQJ�VH[XDO�RU�LOOHJDO�PDWHULDO�RU�PDWHULDO�ZKLFK�LV�RIIHQVLYH�LQ�DQ\�ZD\�
ZKDWVRHYHU��

,I�\RX�DFFLGHQWDOO\�YLVLW�D�VLWH�ZLWK�LQDSSURSULDWH�FRQWHQW�RU�UHFHLYH�LQDSSURSULDWH�
H�PDLOV��LPPHGLDWHO\�LQIRUP�\RXU�PDQDJHU�RU�WKH�:HVW�6XIIRON�,&7�+HOS�'HVN�RQ�
H[W���������������������RU�LFW�KHOS#ZHVWVXIIRON�JRY�XN��

�� 3UREOHP�$UHDV�
+DUDVVPHQW�
/LDELOLW\�IRU�KDUDVVPHQW�RI�FROOHDJXHV�E\�H�PDLO�RU�WKH�GLVWULEXWLRQ�RI�VH[XDOO\�H[SOLFLW�
RU�UDFLDOO\�RIIHQFH�PDWHULDO��RU�PDWHULDO�RIIHQVLYH�WR�WKRVH�ZLWK�D�GLVDELOLW\��FRXOG�UHVW�
ERWK�ZLWK�WKH�HPSOR\HH�DQG�DOVR�ZLWK�WKH�HPSOR\HU��7KH�HPSOR\HU�ZLOO�DOVR�EH�OLDEOH�
IRU�DFWV�E\�D�WKLUG�SDUW\�LI�WKH�HPSOR\HU�FRXOG�KDYH�FRQWUROOHG�WKH�VLWXDWLRQ��
'HIDPDWLRQ�
,QIODPPDWRU\�RU�GHURJDWRU\�PHVVDJHV�VHQW� WKURXJK�WKH�,QWHUQHW�FDQ�EH�KHOG�WR�EH�
GHIDPDWRU\� LI� WKH� PHVVDJH� LV� OLNHO\� WR� EH� DYDLODEOH� WR� UHDGHUV� RWKHU� WKDQ� WKH�
HPSOR\HH�DQG�WKH�UHFLSLHQW��$�GHIDPHG�SDUW\�SHUVRQDOO\�FRXOG�VXH�WKH�HPSOR\HU�DQG�
WKH�HPSOR\HH�IRU�ODUJH�VXPV�LQ�GDPDJHV��&ULPLQDO�SHQDOWLHV�FRXOG�DOVR�DSSO\��
&RS\ULJKW�
&RS\ULJKW� ODZV� SURWHFW� PRVW� PDWHULDO� DSSHDULQJ� RQ� WKH� ,QWHUQHW� DQG� VRPH�
DWWDFKPHQWV�WR�H�PDLOV��%RWK�WKH�HPSOR\HU�DQG�WKH�HPSOR\HH�FRXOG�EH�OLDEOH�XQGHU�
FLYLO� DQG� FULPLQDO� ODZ� IRU� DQ\� XQDXWKRULVHG� FRS\LQJ� RI� WKRVH� PDWHULDOV� E\� WKH�
HPSOR\HH��
(QWHULQJ�FRQWUDFWV�
$Q�HPSOR\HH�FDQ�HDVLO\�FRPPLW�WKH�HPSOR\HU�WR�ELQGLQJ�FRQWUDFWXDO�REOLJDWLRQ�E\�H�
PDLO�� MXVW�DV�E\�OHWWHU��ID[��WHOH[�RU�WHOHSKRQH��,W�KDV�EHFRPH�SRSXODU�IRU�SDUWLHV�WR�
FRQWUDFW� E\� H�PDLO� RU� WKH� ,QWHUQHW� XVLQJ� HOHFWURQLF� RU� GLJLWDO� VLJQDWXUHV�� 7KH�
(OHFWURQLF� &RPPXQLFDWLRQV� $FW� ����� FRQYH\V� WKH� VDPH� OHJDO� VWDQGLQJ� IRU� GLJLWDO�
VLJQDWXUHV� DV� D� QRUPDO� VLJQDWXUH� RQ� SDSHU�� *UHDW� FDUH� ZLOO� EH� QHHGHG� WR� DYRLG�
IRUPLQJ�FRQWUDFWV�ZKHUH�HPSOR\HHV�KDYH�DFFHVV�WR�HOHFWURQLF�VLJQDWXUHV��)RU�IXUWKHU�
DGYLFH��FRQWDFW�WKH�)LQDQFH�3URFXUHPHQW����
3RUQRJUDSK\�
'LVSOD\LQJ�RQ�VFUHHQ��VWRULQJ��SULQWLQJ�RU�WUDQVPLWWLQJ�PDWHULDO�ZLWK�D�VH[XDO�FRQWHQW�
FRXOG�FRQVWLWXWH�FULPLQDO�RIIHQFHV�IRU�ZKLFK�ERWK�WKH�HPSOR\HU�DQG�WKH�HPSOR\HH�DUH�
OLDEOH��+RZHYHU��UHJDUGOHVV�RI�DQ\�FULPLQDO�LQYHVWLJDWLRQV�RU�SURFHHGLQJV��DQ\�DFWLYLW\�
RI�WKLV�QDWXUH�ZLOO�EH�FRQVLGHUHG�PLVFRQGXFW�RU�JURVV�PLVFRQGXFW�DQG�EH�GHDOW�ZLWK�LQ�
DFFRUGDQFH�ZLWK�WKH�'LVFLSOLQDU\�3URFHGXUH��
�
&RQILGHQWLDO�LQIRUPDWLRQ�
(�PDLOV�DUH�QRW�QHFHVVDULO\�D�VHFXUH�ZD\�RI�VHQGLQJ�LQIRUPDWLRQ��1RW�RQO\�FRXOG�LW�EH�
HPEDUUDVVLQJ�IRU�WKH�RUJDQLVDWLRQ�LI�VHQVLWLYH�RU�FRQILGHQWLDO�LQIRUPDWLRQ�RI�LWV�RZQ�LV�
SXEOLFO\� GLVFORVHG�� EXW� GLVFORVXUH� RI� D� WKLUG� SDUW\
V� FRQILGHQWLDO� LQIRUPDWLRQ�� IRU�
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H[DPSOH� WKDW� RI� D� FOLHQW�� FRXOG� H[SRVH� WKH� &RXQFLOV� WR� QHJOLJHQFH� DFWLRQV� DQG�
FRPPHUFLDO� ULVN�� ,I� \RX� QHHG� WR� VHQG� FRQILGHQWLDO� RU� VHQVLWLYH� GDWD� RU� LQIRUPDWLRQ��
WKHQ�\RX�VKRXOG�FRQVLGHU�XVLQJ�*&6[��,I�\RX�UHTXLUH�DFFHVV�WR�WKLV�IDFLOLW\��\RX�FDQ�
JHW�DGYLFH�IURP�\RXU� OLQH�PDQDJHU�RU�WKH�:HVW�6XIIRON�,&7�+HOS�'HVN�RQ�H[W������
���������������RU�LFW�KHOS#ZHVWVXIIRON�JRY�XN�
�� $PHQGPHQWV�
7KH�&RXQFLOV�PD\�� LQ� FRQVXOWDWLRQ�ZLWK�8QLVRQ�� DPHQG� WKLV� 3ROLF\� DW� DQ\� WLPH�DQG�
XVHUV�ZLOO�EH�QRWLILHG�RI�DQ\�FKDQJHV�PDGH��
�

�� :KDW�WR�GR�QH[W�
�� 3ULQW��VLJQ�DQG�GDWH�SDJH���RI�WKH�3ROLF\��
�� &RS\�WKH�VLJQHG�3ROLF\��
�� 6HQG�WKH�RULJLQDO�VLJQHG�SDJH�WR�+5��
�� .HHS�WKH�FRS\�KDQG\�IRU�UHIHUHQFH�SXUSRVHV��
�
�

$JUHHPHQW�
,�KDYH�UHDG�WKURXJK�DQG�XQGHUVWDQG�WKH�WHUPV�RI�WKH�(PDLO�DQG�,QWHUQHW�3ROLF\�DQG�
DJUHH�WR�DELGH�ZLWK�WKH�JXLGHOLQHV�WKHUHLQ��
�
1DPH� 'HSDUWPHQW�
�
�
�

�

6LJQDWXUH� 'DWH�
�
�
�

�

�
�
�
�
�
�


